Case Study
Using XML over HTTP
to monitor and control

products
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How Gateways Work - Sharing Data Using Internal Data Arrays

Different protocols address data objects differently. That is why you cant take a message from one
protocol and automatically convert it to a message in another protocol. Modbus would though up its
hands in despair if you asked it for Mutli_State_Input(19001) from Device 389001. BACnet has no idea
what a Holding Register is. This is why gateways need configuration — a map — that maps data objects of
the one protocol to data objects in another protocol. It also means that gateways need to cache data
(in Data Arrays) and that each item in storage can be identified (in the map) by two addresses — one
for each protocol.

The answer is — this is

A why gateways need to
Protocol #2 — Eg BACnet be configured. To map
. data points on one
Read Response with data payload protocol to data

. I points on another.
Response data is extracted Most protocols don’t
from which Data Array ? address data objects
the same way — hence
the need fora map

Gateway
Internal Data Another Internal
Array Data Array
A
Read Response with data payload

Protocol #1 — Eg Modbus




You can use XML to Read and Write this Shared Data

The answer is — this is
why gateways need to

w1}
A

Protocol #2 — Eg BACnet be configured. To map
. data points on one
Read Response with data payload protocol to data
. ____—{ points on another.
Response data is extracted Most protocols don’t
from which Data Array ? address data objects

the same way — hence
the need fora map

Gateway
Read Internal Data Another Internal
Array Data Array
Write A

To use XML you need to Response with data payload
know the configuration of

Protocol #1 — Eg Modb
the gateway to see what rotoco EVIODLE (. 30001,2,3,4 and

stores the readings in
the various data arrays. DA_3xxxx[0]

data objects are located in

DA 3xxxx[1]
DA 3xxxx[2],
DA 3xxxx[31 .

This is how you learn which

data to interact with using
VNAI

Connections,

Adapter ,Protocol,

N1 ,Modbus/TCP,

Nodes,

Node_Name ,Node_ID ,Protocol ,Adapter ,Poll Delay

EnergyMeter ,1 ,Modbus/TCP , N ~168.1.6 ,0.001

Tasks

Task Name ,Data Array Name ,Data Array Offset ,Function ,Node Name ,Address ,Length,
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XML Read Request
http://192.168.1.5/data_arrays.xml?name=FIRE1234.0:100

192.168.1.5 = Remote Server IP Address, Configurable from settings file.
FIRE1234 = DataArray name in gateway
0:100 = x:y

X

Offset into DataArray

Number of Iltems to read from DataArray

<
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Ml FSeT033 Wireshark of XML read of FIRE1234 peapng. - a9 X
File Edit View Go Cepture Anaslyze Statistics Telephory Wireless Teols Help
dmceo IERB ReszETessEaaan

(e EIE ) Bpresson.. +
o, Tme Saurce Destraton Prowcol  Length  Info. ~
350 12.933076  192.168.1.11 192.168.1.168 HTTP 420 GET /data_asrrays.xnl?nane-FIREL234.0:10000 HTTP/1.1
415 13153802 192.166.1.168 192.168.1.11 NI/ 6@ WTT/L.1 200 0K
444 13270485 192.168.1.11 192.165.1.165. TP 324 GET /favieon.lco HTTP/1.1
438 13387554 152.168.1.168 192.188.1.11 TR 558 HTTP/1.1 200 0K (image/x-icen)
72.26.124.45 TP 237 GeT WP/
192.168.1.11 TP 223 WTTP/1.1 200 0K (text/javascript)
192.168.1.165 TP 419 GET /data_arrays.wml Pname=FIREL254.0:1080 HTTP/1.1
i e i o
192.168.1.168 TP 324 GET /favicon.ico HTTP/1.1
192.168.3.11 TP 550 HTTP/1.1 200 Ok (image/x-icon)
192.165.1.165. TR 422 GET /data_arrays.wml Pname=FIRE1234.1000: 1060 HTTP/1.1
192.188.2.11 HITP/X. 68 WTTR/L.1 260 OK
192.168.1.168 TP 324 GET /favicon.ico HTTR/1.1
192.168.2.11 TP 550 HTTP/1.1 200 Ok (image/x-icon)
72.26.124.45 TR 237 GeT HITP/1.1
192.188.2.11 TR 229 WTTP/1.1 260 O (text/javascript)
srTes1
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> Ethernet II, Src: Giga-Byt_75:F9:80 (74:d3:35:75:9:80), Dst: UncUsed 11:cfial Ty

> Internet Protoccl Versicn 4, Src: 192.168.1.11, Dst: PR
o Transmizsion Comtrol Protocsl, Src Port: 57113, Dst Pert: 80, Sen: 1, W
>
Accept: text/htal, application/shtaleml, image/fur, =/*\r\n
accept-Langusge: en-US,en;qs0.5\rn
User-Agent: Mozillas5.d (Windows NT 18.8; Winéd; x64) Applewebkitss: __ . . . ____
fccept-Encoding: gzip, deflateirin
Host: 192.168.1.168\r\n v
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http://192.168.1.5/data_arrays.xml?name=FIRE1234.0:100
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XML Write Response

This is the response for the above request example
<DATA_ARRAYS FST_XML_VERSION="1.00" MAX_INDEX="1" BRIDGE_TITLE="SBT FSI SERVER”>
<DATA_ARRAY NAME="FIRE1234” FORMAT="BIT” LENGTH="100" INDEX="1">
<DATA OFFSET="0" DATA_AGE="3:00:39.36.123s” STATUS="0" >
00100000000000000000000000000000000000000000000000
00000000000000000000000000000000000100000010000000</DATA>
</DATA_ARRAY>

<DATA_ARRAYS>

Ml F5e7033 Wireshark of XML read of FIRE1234 pespng.
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1o, Tme Source Destraton Prowcl Length Tnfo

445 13.307554  192.168.1.163 192.168.1.11 HTTP 556 HTTP/1.1 200 OK (image/x-icon)

605 16.764556  192.168.1.11 72.26.124.45 HrTR 237 et HTTP/2.1

607 16,811785  72.26.124.45 192.168.1.11 HTTR 229 HTTP/1.1 200 0K (text/javascript)

702 18.504686  192.168.1.11 IQIJLIJ.XII Luld 4]! GET IM _orrays. ﬂ?n—dlkﬂﬂ!ﬂ l )l- va!/l I

730 18.665116  192.168.1.11 192.168.1.168 324 GET Ime k HTTR/1. l

732 18.697527  192.168.1.168 192,168.1.11 nrw 55 HTTP/1.1 200 OK (image/x-:

909 24603490  192.168.1.11 192.168.1.168 e 422 T /data_srrys i R

3 Frame 723: 60 bytes on wire (480 bits), mnuptrea(mum)mm-ﬂ
> Ethernet II, Src: UncUm900_11:cf:21 (09:50:4e:11:cf:21), Dst: a. Byt _75:19:90 (n;u:ss:vs:ﬁ:u)
)mmnmlmmts«uzm:m Dst: 192.168.

3 [3 Ressaembled TCP Seguents (2383 bytes): Wr2e4sh), 721(523), w723(0)] LS
> —

< 2017 93:95:34 GM\r\n )
Servers For e mm(A)\ \n
mul ose! \

Date: Tue, 85 Dec 2817 @3:85:34 GMTwr\n
Server: FST Ver 8x112j(A)\r\n
Connection: closel\riyn

Cache-Control: no-cache\.r\n
Content-Type: text/xmlirin

wrin

[HTTP response 1/1]

[Time since request: @.848543888 seconds]
[Request in frame: 782]
File Data: 2232 hytes
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